Abstract²In many fields of the industry, like biology, medicine, power generation, chemical engineering, etc., where dealing with complex systems, the design of the control structure is a key factor. Designing robust and fault-tolerant controllers for these sophisticated processes has always been a challenging task. This paper discusses the design of a fault tolerant multi-agent system using fractional order controllers for level control in a three-tank system, which is very close to the hydrodynamic evolution of the isotope separation columns cascade, the final goal of the research. The fractional order controllers are designed using the Particle Swarm Optimization (PSO) method. The proposed architecture is implemented in JADE (Java Agent Development Environment) . The control structure is tested with good results on the laboratory equipment simulating different faults in the system.
I. INTRODUCTION
Multi-agent systems are widely used in the last decade for complex, cyber-physical systems. However, one major obstacle to the industrial deployment of multi-agent systems is their faulttolerance deficiency. Being implemented across a network, such a system is vulnerable to external factors such as packet losses, nodes with disturbances, different transmission speeds, scheduling variations at each node and other parameters of the network. Ensuring that such a multi-agent system is safe involves a vast range of technologies. In [1] a distributed adaptive fault-tolerant leader-following consensus control scheme is present for a class of nonlinear uncertain multi-agent systems. In [2] the Takagi-Sugeno fuzzy models are used to describe the imprecise communication in the multi-agent system combined with a distributed adaptive iterative learning control. In [3] a sliding mode control is proposed to counteract the possible uncertainties in the multi-agent system. The review [4] discusses multi-agent models, focusing on synchronization, homogeneity, communication, topology, speedup, advantages and disadvantages.
Our goal in this paper is to use fractional order controllers [5] in the multi-agent system to counteract the model uncertainties. Fractional order PID controllers has two more degree of freedom in comparison with the classical, integer order controllers, which can be used in such a fault tolerant, multiagent system [6] [7] [8] [9] . The implementation of a fault tolerant control structure based on fractional order controllers is implemented by the authors in [10] , while the developed multi agent control system is presented [11] , based on TrueTime Toolbox in Matlab. The present paper described the new results obtained with the combination of these two strategies and the implementation of the multi-agent structure is realized in Jade (Java Agent Development Environment).
The paper is structured in four parts. After this brief introductory part, section II describes the proposed control system. Section III presents the case study: the three-tank system and the last section of the paper ends with the conclusions.
II. THE CONTROL SYSTEM
The proposed multi-agent control system is depicted in Fig.1 . In this proposed structure model the independent agents are responsible for the active control of the assigned subsystem that executes the control algorithm based on the online received data from the sensors and on the received parameters from the supervisor agent. The redundancy of these agents is a software one, without overloading the physical structure of the system. The supervisor agent is responsible for detecting the faults, recalculating the control parameters and transmitting them to the independent agents in order to reach the global objective of the system. At this stage the realization of the proposed architecture is implemented in JADE [12] . This software was chosen because it offers support in different aspects of the development, as well as an environment in which the agents can exist and operate; classes constructed around the FIPA (Foundation for Intelligent Physical Agents) specifications; communication protocols and unique identification approaches in addition to a graphical interface, where the behavior of the agents can be monitored [12] .
The communication is one of the most important aspects in the theory of the agents, as it permits to them to communicate their intentions or objectives. This stands at the base of this framework architecture.
The standards for the modeling of the agents were defined by FIPA, in which their communication and operation modes are specified. One of the most important is the Agent Communication Language (ACL), in which a standard language is defined through which the agents can share information according to the paradigms of the asynchronous communication.
The behavior of the agents is defined with the help of a special class named ControlAgent, which extends the base class Agents provided by Jade [12] . This class has fields for the parameters of the control function and the newly calculated coefficients are transmitted at each iteration step. As once initialized, the system should run uninterrupted. The class CyclicBehaviour was also extended to define the activities each agent has to carry out.
The fractional order controllers are designed using the Particle Swarm Optimization (PSO) algorithm [13, 14] . The transfer function of a fractional order controller is considered:
The specific literature of PSO method [7, 8] uses cost functions based on minimum mean square error. The present paper deals with another approach, imposing the gain crossover frequency Ȧgc), phase margin ĳm) and iso-damping property into the cost function (CF) in order to design the fractional order controllers [15] :
where
and P stands for the process transfer function.
As control strategy is applied the uncoupling, whereby each of the inputs is made to affect one output only. The MIMO (multiinput, multi-output) plant is controlled as a set of three SISO (single-input, single-output) plants, each acting independently of the others. The dependency between each SISO system is considered a disturbance, which is solved by the multi-agent strategy described in Fig.1 
III. THE MULTI-TANK SYSTEM
For testing the multi-agent fault tolerant system based on fractional order controllers, the MultiTank system was used which describes the frequent control problems met in the industry. The final goal of the research is to control the 13 C isotope separation columns cascade [16, 17, 18] , which has a similar hydrodynamic evolution between The MultiTank system, Fig. 2 , consists of four tanks, one as acting a buffer tank from which the rest of the installation is supplied, formed by three tanks connected in series [19] . Thus the faulty or incorrect functioning of the control system for one of the three tanks connected in series will lead to the destabilization of the rest of WKH VXEV\VWHPV ¶ WDQNV IXQFWLRQLQJ The influence of the input values (pump, valves) over the output values (the levels in the three tanks) can be observed in Fig. 3 . Step Response
and
where V1, V2, V3 are the volumes of the fluids in the tanks, C1, C2, C3 are the resistances of the output orifices, H1, H2, H3 are the fluid level in thanks and q is the input flow.
IV. THE EXPERIMENTAL RESULTS
The next step was testing the proposed control system at simulation level before testing it in real-time on the installation itself. Therefore, on figures 4-7 the evolution of the command and the output signals can be observed for each tank in the system. The last step for testing the proposed multi-agent system based on a fault tolerant, fractional order control is to test it in real time on the three-tank installation itself. In order to highlight the robustness of the control system using a fault tolerant, multiagent system, the testing consisted of creating faults in the installation by opening the manual valves in different moments of time. Fully opening the manual valves in different periods of time (steady-state, transient state) and in different combinations (a valve belonging to a tank or all the valves) disturbances were induced in the whole system. The results of rejecting the effects of these disturbances are explained in the following. Hence, in a first testing attempt, the opening of the manual valves was considered as a disturbance to the installation, both in transitory and steady state regime. The obtained results considering the appearance of the disturbance in the steady state are highlighted in Fig. 8-11 . In Fig. 8 the decrease of the level in the first tank can be observed, due to the opening of the manual valve. When the effect of the disturbance is detected, the controller increases the command signal of the pump (Fig. 9) until the level reaches again the desired value. Fig. 10 the level in the second tank increases due to the opening of the manual valve between the first and the second tank, being heavily affected by the disturbance, but after that it returns to the set value. The level in the 3 rd tank , Fig. 11 , is the least affected.
The obtained results considering the appearance of the disturbance during the transitory regime are presented on Fig.  12-14 . Opening the manual valve between the second and the third tank brings significal disturbances over the control system in steady state functioning. Therefore, in the second attempt of testing, the manual valve mentioned above was considered as a disturbance of the system. The effects of the disturbance are: the volume of the liquid in the second tank decreases, thus the first control valve opens and the flow generated by the pump increases.
The obtained results considering the appearance of the disturbance in the steady state are presented in Fig. 15-17 . The effect of the opened manual valve is significant in the second, In the third attempt of testing, multiple simultaneous disturbances were considered for more subsystems. In this way multiple disturbances were generated by opening all the manual valves of the MultiTank system simultaneously both in transient and steady state. The obtained results, considering the appearance of the disturbances in the steady state are presented in Fig. 18-21 . The obtained results, considering the appearance of the disturbances in transient state are shown on Fig. 22 . In transient state, the effect of opening the manual valves is very small, only influencing the way in which it reaches the steady state. 
CONCLUSIONS
The work deals with the fault tolerant control system design of a MIMO system having sensors and actuators as agents. The used controllers are designed to be robust to gain variations while the fault tolerance of the system is ensured by communication between the immediate neighbours of the agents and in the case of a critical failure, this neighbour can take over the roles and responsibilities of the faulty element. The case study is a laboratory scale three-tank system. The experimental results prove the efficiency of the proposed control strategy, having combined the advantages of a fault tolerant control structure and the advantages of the fractional order controllers.
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